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1. AEO 
Background

❖ What is an AEO?

❖ AEO Benefits According to the WCO
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2. AEO In the 
ESA Region
❖ 15 Active AEO programmes with a total of 

713 accredited operators.
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AEO In the ESA Region
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Source: WCO AEO Compendium

http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/safe-package/aeo-compendium.pdf?db=web


AEO Status and Experience in the ESA Region

• ESA hosted the first AEO conference in Africa – Uganda, March 2018

• Several MRAs under negotiation, others concluded 

• Majority operators: IMPORTERS. Others – Exporters, brokers, manufacturers. 

• Legislation: National Acts and/or regional block’s laws such as EAC

• Accreditation processes: Varied nationally – compliance history, self-regulation.

• Benefits: Priority clearance, waiver of bond requirements, guaranteed renewal of licences, self-management of 

bonded warehouses.  
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AEO Capacity Building in the ESA Region

• Regional Strategy aims to Strengthen intra-Regional Compliance and Enforcement

- Implementing Coordinated Border Management (CBM) principles

- Supporting Members to implement the AEO program

• National support missions 

• MRA training curriculum and skills set for AEO validators/auditors 

- The WCO SAFE Framework 

- The concept of Authorized Economic Operator programmes and MRA 

- Utilization of the WCO AEO Validator Guide 

- How supply chains operate 

- Security 

- Specific processes and procedures of their domestic AEO programme
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3. WCO AEO 
Validation

❖ Compliance, Safety, and Security
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WCO AEO Validation Guide
CHAPTER I. AEO IMPLEMENTATION 
AND LESSONS LEARNED

• Develop a uniform set of 
strategies to secure and facilitate 
the movement of global trade

• SAFE Framework &  Article 7.7 of 
the WTO-TFA

Four-stage project lifecycle:

• Stage 1 – Initiation

• Stage 2 - Planning/ Design/ 
Development of AEO Programme

• Stage 3 - Implementation / Launch 
of AEO Programme

• Stage 4 - Performance 
Measurement and Monitoring of 
the AEO programme

CHAPTER II. AEO TEMPLATE

Consistency in development

Country-specific

3-levels:

1. Compliance

2. Safety

3. Security

AEO Self-Assessment Questionnaire

Categories A-M

CHAPTER III. CUSTOMS AEO 
VALIDATOR GUIDE

• AEO Validator(s) profile & 
competencies

• Role of AEO Validator

• General principals

Types of accreditation:

• Physical validations (on-site)

• Virtual validations (remote)

• Hybrid approach

• Validation according to the AEO 
Self-Assessment Questionnaire –
Categories A-M

• Reporting & follow-up
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Validation criteria (A-M)
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A. Demonstrated 
Compliance with 

Customs 
Requirements

B. Satisfactory 
System for 

Management of 
Commercial Records

C. Financial Viability
D. Consultation, Co-

operation and 
Communication

E. Education, 
Training and 
Awareness

F. Information 
Exchange, Access 

and Confidentiality
G. Cargo Security

H. Conveyance 
Security

I. Premises Security J. Personnel Security

K. Trading Partner 
Security

L. Crisis 
Management and 
Incident Recovery

M. Measurement, 
Analyses and 
Improvement



A. Demonstrated Compliance with Customs Requirements
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Validators' corner – validation testing techniques for 
the compliance criterion

✓ To identify whether the applicant has committed any 
infringements or offences, over a period determined 
by the national AEO programme.

✓ To consider and assess the difference between any 
serious, repeated or minor infringements.

✓ To determine whether the applicant has committed 
any serious criminal offences related to their 
economic activity.



B. Satisfactory System for Management of Commercial Records
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Validators' corner – validation testing techniques for 
assessing the commercial records criterion

✓ To have satisfactory procedures in place for the 
archiving of its records and information and protection
against the loss of information (i.e., maintenance of 
record-keeping systems);

✓ Requires the maintenance of timely, accurate, complete, 
and verifiable records relating to import and export;

✓ To have physical access to the accounting systems and, 
where applicable to its commercial and transport
records;

✓ The records are kept for Customs and the accounting 
system (whether it is integrated or not) and cross-check 
with the actual operations;

✓ To make transaction tests and ensure there is an internal 
trail in the records capable of tracing all transactions in 
the applicant's international supply chain that can be 
readily traced from the record or information.



C. Financial Viability
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Validators' corner – validation testing techniques for 
financial viability

✓ To determine if the applicant is subject to bankruptcy 
proceedings.

✓ To determine if the applicant has fulfilled (during a 
specific period) their financial obligations regarding 
payments of customs duties and all other duties, 
taxes or charges relating to the importing or 
exporting of goods. Financial indicators may be 
utilized to identify the financial standing of the 
operator.

✓ To determine if the applicant has sufficient financial 
standing to meet their obligations and fulfil their 
commitments, by assessing records and information 
available for a specific period before applying.



D. Consultation, Co-operation and Communication
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Validators' corner – validation testing techniques for the 
consultation, co-operation and communication process

✓ To verify if the EO has formally designated a POC to 
contact Customs for all Customs compliance and 
enforcement matters.

✓ To assess if the POC is thoroughly knowledgeable about 
the trade entity's practices and procedures and the AEO
program requirements;

✓ To ensure that the POC is empowered to provide direct 
or indirect access to all information in a timely and 
accurate manner to the validation team throughout the 
validation process;

✓ To ensure that the POC provides the appropriate access 
to all relevant places and personnel necessary to 
conduct the validation;

✓ To request written evidence that the EO has 
implemented measures that notify Customs 
administration of any AEO compliance issues.



E. Education, Training and Awareness
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Validators' corner – validation testing techniques for 
training and threat awareness

✓ To verify that the personnel or service responsible for 
security and incident recovery has been appointed;

✓ To request evidence of implementation that confirms 
that the EO has established and maintains a security 
training and threat awareness programme;

✓ To request a list of the security training provided to 
employees as part of the company's security training 
programme;

✓ To request written procedures and evidence of 
implementation for their training programme to make 
employees aware of the procedures the company has in 
place to address a situation and how to report it;

✓ To test if the security awareness and knowledge are 
disseminated in the company in order to assess the 
effectiveness of the training programme; and

✓ To test the identification of risks in suspicious goods, 
potential internal threats to security, and to assist 
employees and contractors in protecting access control.



F. Information Exchange, Access and Confidentiality
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Validators' corner – validation testing techniques for IT security

✓ To request policies, written procedures /evidence of 
implementation confirming that the economic operator has IT 
security systems in place;

✓ To establish who is responsible for managing IT and IT security;

✓ To verify if the IT systems are accessed by individually assigned 
accounts (e.g., username and accompanying passwords);

✓ To verify segregation and extent of duties (e.g., different user 
profiles connected to the different tasks of the users);

✓ To verify which users, have access to master data (which should 
be very limited);

✓ To verify what security features are incorporated into the IT 
systems (examples include: firewall, spyware, encryption, 
monitoring software etc.);

✓ To inquire if the IT systems require a periodic change of
password and what the frequency of change is, if applicable;

✓ Employee training; process to identify abuse; secure server
room; etc.



G. Cargo Security
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Validators' corner – validation testing techniques for cargo 
security

✓ To verify that the information related to merchandise/cargo is 
legible, complete, accurate, and protected against unauthorized 
exchange, loss or introduction of erroneous information;

✓ To verify that security and control procedures are maintained to 
ensure it is difficult for an unauthorized person to gain access to 
cargo or authorized person to move, alter or interfere with the 
cargo improperly;

✓ To confirm that the EO verifies the physical integrity of the 
container structure, and that once loaded/stuffed immediately
following this inspection, the container is sealed with an ISO
17712 high security seal;

✓ To ensure the reliability of the locking mechanisms of the doors 
(e.g., 7-point container inspection);

✓ To ensure that container inspections are documented and may 
request a container inspection checklist to verify the 
information that is being captured;

✓ To witness a live container inspection and visually verify the 
secure storage of high-security seals that are being used by the 
applicant;

✓ Authorized employees; affix high-security seal; goods protected
against unauthorized access to storage facilities; etc.



H. Conveyance Security
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Validators' corner – validation testing techniques for conveyance 
security

✓ To request written procedures/evidence of implementation that 
confirms that the EO has measures in place to ensure the 
integrity and security of cargo during the transport conveyance
thereof;

✓ To verify procedures in place to ensure the data on the 
transport documents match the actual cargo (i.e., through well-
documented handover points, coupled with a well-defined 
reconciliation procedure as a control);

✓ To verify procedures that manage, secure and control cargo 
conveyance, while loading into or unloading from transport
conveyance and during storage;

✓ To verify procedures in place to ensure that goods are secured
against unlawful or unauthorized movements, alterations or 
interference during movement of the goods into or out of the 
premises.

✓ To ascertain what the escalation protocol is and who is 
responsible in the event of finding a concealed or suspicious
good;

✓ To verify whether information on real-time tracking (and 
whether there exists central visibility) of exported goods is in 
place.



I. Premises Security
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Validators' corner – validation testing techniques for physical 
access/premises  security

✓ To request and verify written procedures/evidence of 
implementation that confirms the EO has access controls in 
place, including the identification and logging of all employees
and third parties at all points of entry;

✓ To verify whether restricted areas are protected against 
unauthorized access by staff and/or third parties;

✓ To verify how the EO manage the issuance and retrieval of 
identification badges to prevent misuse;

✓ To verify if the facility has perimeter barriers which are 
sufficient, as well as being maintained to deter/prevent 
unauthorized access;

✓ To verify whether all internal and external windows and doors
of the business premises are equipped with locking devices;

✓ Adequate lighting; backup generators or alternative power 
supplies during disruption to local power supplies; vehicles
and/or persons at points of entry/exit; video surveillance 
camera, alarm systems and any other access control system; 
etc.



J. Personnel Security
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Validators' corner – validation testing techniques for 
physical personnel security

✓ To request a copy of the AEO company's Code of 
Conduct and determine whether employees are aware 
of such document and what it says;

✓ To request written procedures/evidence of 
implementation that confirms that the EO has processes 
in place to screen prospective employees and 
contracted persons and to check current employees 
periodically, and that third-party recruitment processes 
have similar screenings in place;

✓ To verify, to the extent legally possible, whether and 
how background checks of prospective employees are 
conducted (e.g., criminal, drug testing, financial, social-
economic, etc.);

✓ To confirm that the EO has procedures in place to 
remove identification, facility and IT system access for 
employees whose employment has been terminated;

✓ To verify the denial of access for applicant former 
employees and contractors to the applicant’s premises 
or systems, unless permitted by the applicant.



K. Trading Partner Security
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Validators' corner – validation testing techniques for business 
partner security

✓ To verify the EO has written and verifiable processes for the 
selection of business partners and external service providers;

✓ To verify if and how the EO has taken appropriate measures to 
provide adequate evidence that the business partner can meet
an acceptable level of security and safety standards (i.e., 
incorporation of security and trade compliance requirements 
within the terms and conditions of contract with the business 
partner or third party);

✓ To request evidence of implementation that confirms that the 
EO has ensured that business partners develop security 
processes and procedures consistent with the AEO security 
criteria;

✓ To request whether loaded containers are inspected at the 
subcontractor's premises, the terminal and recipient premises 
to verify that they have been properly sealed;

✓ AEO status and/or part of any other internationally recognized 
security-based programme, such as ISO, BASC or TAPA; 
adherence to certain security rules.



L. Crisis Management and Incident Recovery
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Validators' corner – validation testing techniques for crisis 
management and incident recovery

✓ To request written procedures/evidence of 
implementation that confirms that the economic 
operator has established and maintains a security
recovery plan that reactivates the security system 
within a minimum time period;

✓ To verify how incidents are investigated, analyzed and 
how the necessary corrections are implemented;

✓ To verify how the EO reports, on a timely basis, an 
incident or a risk situation to the Customs authority if a 
security breach has occurred or a potential threat 
scenario exists, and;

✓ To verify how the EO educates personnel and, if 
appropriate, business partners, concerning inherent and 
residual international supply chain risks and 
corresponding mitigation strategies.



M. Measurement, Analyses and Improvement
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Validators' corner – validation testing techniques to verify 
the implementation of measurement, analyses processes, 
and improvement measures

✓ To request evidence of implementation that confirms 
that the economic operator has established and 
conducted regular in house or external assessments of 
its internal and supply chain security (the Validator must 
have access to the report(s)),

✓ To request written procedures/evidence of 
implementation that demonstrates that the economic 
operator has continued improvement plans and 
validation planning in place,

✓ To verify the improvement measures recommended 
have been effectively taken (follow up),

✓ To provide recommendations on further improvements 
based on security assessments reports, where 
applicable.



Summary
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✓Standardization of AEO 
Validation process

❖ 15 Categories

✓Customs-to-Business Initiative 
(SAFE Pillar II)

✓Country-specific might differ
❖ Not all criteria might be applicable to all 

traders

✓Evolution in Compliance, 
Safety and Security



4. Concluding 
thoughts
AEO – Training and Capacity Building
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“AEO is another excellent form of public-private 
partnership which shows what can be achieved when the 
private and public sectors work together in a true spirit of 

collaboration”
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Thank You
Larry Liza

+254 70 901 1611

larry.liza@wcoesarocb.org

www.wcoesarocb.org
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